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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-9,13-15, 20 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Kori et a! (US 6,480, 607 B1). 

a. Referrinp to claim 1: 
i. Kori teaches: 

(1) An encrypted data signal encrypting a copy-controlled 
data signal, wherein the data signal contains superimposed thereto as a digital 
watermark identification data identifying the data signal as an encrypted signal [i.e., 
referring to Figure 6, to the tliird CSS decoder 51, control data for copyriglit 
control is sent from the data processing device 60 via an input Interface, not 
shown. This control data Is already encrypted using algorithms or encryption 
keys different from those for the picture data etc and the media type information. 
In a data area of an optical disc D is recorded picture data on moving or still 
pictures or speech data on music or speech. These data are previously 
compressed in accordance with the MPEG system. On the picture data, the 
copyright information is superimposed by the above-mentioned watermark 
processing (column 12, lines 21-41)]. 

b. Referring to claim 2: 

i. Kori further teaches: 
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(1) wherein the data signal is either a " No more copy" 
signal or a "Never copy" signal [i.e., there are superimposed on the picture data 
"copy free", specifying that picture or music data recorded on the recording 
medium or transmitted can be copied, "one copy", specifying that only one 
copying operation is possible, "no more copy" specifying that data has been 
copied from the above "one copy" data, or "never copy" specifying that copying 
cannot be permitted (column 8, lines 45-51)]. 

c. Referrinp to claim 3: 

1. Kori further teaches: 

(1) wherein the digital watermark further contains type 
data indicating a type of data storage medium recording the encrypted data signal [i.e.. 
The copyright information, superimposed on the picture data, may be exemplified 
by the following copyright control information: That is, there are superimposed 
on the picture data "copy free", specifying that picture or music data recorded on 
the recording medium or transmitted can be copied, "one copy", specifying that 
only one copying operation is possible, "no more copy" specifying that data has 
been copied from the above "one copy" data, or "never copy" specifying that 
copying cannot be permitted. The reproducing device or the recording device, 
which has detected this copyright control information, limits reproduction or 
recording on the picture or music data (column 1, line 60 through column 2, line 
6). Furthermore, on the optical disc D, there is recorded the media type 
information of this optical disc D, along with the above-mentioned picture data or 
audio data. This media type information is the information specifying whether the 
optical disc is the read-only ROM disc or a recordable RAM disc (column 2, lines 
10-15)]. 

d. Referrinp to claim 4: 

i. Kori further teaches: 

(1) a data storage medium recording an encrypted data 
signal as described in claim 1 [i.e., referring to Figure 4, the optical disc drive 20 
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includes an optical disc D wlilch is for recording picture data or speecli data 
(column 8, lines 30-33)]. 

e. Referrinp to claim 5: 

i. Kori further teaches: 

(1) further recording an encrypted first key and an 
encrypted second key, the first key used for encrypting the data signal having a 
superimposed digital watermark, and the second key used for encrypting the first key 
[i.e., referring again to Figure 4, the optical disc drive 20 includes the first CSS 
encoder 21 and the second CSS encoder 22 to perform encrypting by the so- 
called contents scramble system (CSS). The first CSS encoder 21 and the second 
CSS encoder 22 perform encrypting using different algorithms or different 
encryption keys (column 9, lines 1-5)]. 

f. Referrinp to claim 6: 
1. Kori teaches: 

(1) a reader for reading an encrypted data signal from a 
data storage medium as described in claim 4 [i.e., on the optical disc D, there is 
recorded the media type information of this optical disc D, along with the above- 
mentioned picture data or audio data. This media type information Is the 
information specifying whether the optical disc Is the read-only ROM disc or a 
recordable RAM disc. From this optical disc D, the above media type Information 
as well as the compressed picture or audio data Is read out by the optical disc 
drive 20 (column 8, lines 55-63)]; 

(2) an encryption state detector for detecting that the 
encrypted data signal read by the reader is encrypted [i.e.. The optical disc drive 20 
includes a first CSS encoder 21 for encrypting the read-out compressed picture 
and speech data and a second CSS encoder 22 for encrypting the read-out media 
type information. The first CSS encoder 21 and the second CSS encoder 22 
perform encrypting by the so-called contents scramble system (CSS). The first 
CSS encoder 21 and the second CSS encoder 22 perform encrypting using 



Application/Control Number: 09/805,147 
Art Unit: 2135 



Page 5 



different algorithms or different encryption keys (column 8, line 64 ttirough 
column 9, line 5)]; 

(3) a decryption unit for decrypting the encrypted data 
signal and extracting the data signal with superinnposed digital waternnark; a digital 
waternnark decoder for extracting the digital waternnark from the data signal decrypted 
by the decryption unit, and identifying content of the identification data [i.e., referring to 
Figure 4, The first CSS decoder 31 and the second CSS decoder 32 perform 
encryption using different algorithms or different encryption keys in a 
corresponding manner to the first and second CSS encoders 21 and 22, 
respectively. Thus, if decryption cannot be effectuated in one of the first or 
second CSS decoders 31, 32, outputting is halted in its entirety so that no 
ensuing processing can be performed. The MPEG decoder 33 expands the 
compressed picture and audio data. The expanded picture data is sent to the 
watermark (WM) detection/re-encoding unit 35. The expanded speech data is 
outputted to outside via switch 37 (column 9, lines 50-60)]; and 

(4) a playback controller for comparing the state detected 
by the encryption state detector and the state indicated by the identification data 
detected by the digital watermark decoder, and prohibiting playback of the data signal if 
said states do not match [i.e., in another aspect, Kori's invention provides a data 
reproducing apparatus Including reproducing means for reproducing data 
recorded on a recording medium; encryption means for encrypting the data 
reproduced by the reproducing means and control data relevant at least to 
copyright control processing of the data, transmission means for transmitting 
data encrypted by the encrypting means to an external signal processing device, 
reception means for receiving playback control data transmitted from the external 
signal processing device, the playback control data being the data transmitted by 
the transmission means encrypted in a manner different from the encrypting by 
the encrypting means and processed with copyright control processing, 
decrypting means for doing decrypting matched to encrypting of the playback 
control data received by the reception means, and control means for controlling 
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the playback processing of the reproducing means based on the playback control 
data decrypted by the decrypting means (column 4, lines 7-26)]. 

g. Referring to claim 7: 

i. This claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above. 

h. Referrinp to claim 8: 

i. This claim has limitations that is similar to those of claims 3 
and 6, thus it is rejected with the same rationale applied against claims 3 and 6 above. 

i. Referring to claim 9: 

i. This claim has limitations that is similar to those of claim 5, 
thus it is rejected with the same rationale applied against claim 5 above, 
j. Referring to claim 13: 
i. Kori teaches: 

(1) a digital watermark processor for superimposing to 
the data signal as a digital watermark identification data identifying the data signal as an 
encrypted signal [i.e., referring to Figure 4, the watermark (WM) detection/re- 
encoding unit 35 detects the copyright control information superimposed on the 
picture data by watermark processing. The detected copyright control 
information specifies one of "copy free", "one copy", "no more copy" or "never 
copy", as described above (column 9, line 66 through column 10, line 4)]; 

(2) an encryption unit for generating an encrypted data 
signal by encrypting the data signal to which the digital watermark processor 
superimposed a digital watermark [i.e., the optical disc drive 20 includes a first CSS 
encoder 21 for encrypting the read-out compressed picture and speech data and 
a second CSS encoder 22 for encrypting the read-out media type information. The 
first CSS encoder 21 and the second CSS encoder 22 perform encrypting by the 
so-called contents scramble system (CSS). The first CSS encoder 21 and the 
second CSS encoder 22 perform encrypting using different algorithms or 
different encryption keys (column 8, line 64 through column 9, line 5)]; and 
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(3) a writer for writing the encrypted data signal 
generated by the encryption unit to the data storage medium [i.e., on the optical disc 
D, tliere is recorded the media type information of this optical disc D, along with 
the above-mentioned picture data or audio data. This media type Information is 
the information specifying whether the optical disc is the read-only ROM disc or a 
recordable RAM disc, which is writable (column 8, lines 55-60)]. 
k. ReferrinQ to claim 14: 

i. This claim has limitations that is similar to those of claim 3, 
thus it is rejected with the same rationale applied against claim 3 above. 
I. ReferrinQ to claim 15: 

i. Kori further teaches: 

(1) further comprising a digital watermark decoder for 
extracting the digital watermark superimposed to the data signal and detecting the 
content indicated by the identification data [I.e., the MPEG decoder 33 expands the 
compressed picture and audio data. The expanded picture data is sent to the 
watermark (WM) detection/re-encoding unit 35. The expanded speech data is 
outputted to outside via switch 37. The medium type decoder decodes the media 
type information supplied from the second CSS decoder 32 to detect the 
information on whether the optical disc D reproduced by the optical disc drive 20 
is the ROM disc or the RAM disc to send the detected information to the output 
controller 37 (column 9, lines 57-65)]; and 

(2) a recording controller for permitting recording based 
on the identification data detected by the digital watermark decoder [i.e., the output 
controller 36 performs on/off control of the switches 37, 38 based on the 
information sent from the media type decoder 34 and from the watermark (WM) 
detection/re-encoding unit 35. Specifically, if the optical disc D is the ROM disc 
and the copyright control information is the "no more copy", and if the optical 
disc D is the RAM disc and the copyright control information is "one copy", the 
output controller 36 assumes that the data recorded on the optical disc D has 
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been copied illicitly and performs control to turn the switches 37, 38 off (column 
10, lines 18-27)]. 

m. Referring to claim 20: 

i. This claim has limitations that is similar to those of claim 13 
(3), thus it is rejected with the same rationale applied against claim 13 (3) above. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
Invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the Invention was made. 

4. Claims 10-12, 16-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kori, and further in view of Wehrenberg (US 6,523,113 B1). 

a. Ref erring to claims 10 and 11: 

i. Kori teaches all the claimed subject matter as in claim 6 

except for: 

(1) a first authentication unit; a second authentication 
unit; wherein the first authentication unit and second authentication unit communicate 
through the interface, the first authentication unit verifies if the decoder is a compliant 
device, and the second authentication unit verifies if the drive device is a compliant 
device; and the playback controller permits data signal playback when authentication by 
the first authentication unit and the second authentication unit is successful. 

(2) where in data storage medium further records a first 
authentication key and second authentication key used respectively by the first 
authentication unit and second authentication unit; the first authentication unit has a first 
device key assigned specifically to the drive device, and generates a first media 
authentication key based on the first authentication key, first device key, and data 
storage medium type detected by the type detector; the second authentication unit has 
a second device key assigned specifically to the decoder, and generates a second 
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media authentication key based on the second authentication key and second device 
key; and the first authentication unit and second authentication unit compare the first 
media authentication key and the second media authentication key for authentication. 

ii. However, Wehrenberg teaches: 

(1) referring to Figure 7, The copy system includes a 
player 310, a computer 300 and a recording device 330. A player 310 includes a CSS 
authenticator 312 and a DVD disc 320 that contains content that is MPEG compressed, 
CSS scrambled and includes an encoded watermark. CSS authenticator 312 allows the 
content of DVD disc 320 to be played back to computer 300. However, the played back 
data is still MPEG compressed and includes an encoded watermark. CSS code 
information is passed along to computer 300 to allow playback of the data. Once CSS 
authentication 312 has occurred, the data from DVD disc 320 is passed along to 
decoder 340 of computer 300. Decoder 340 is a single device, such that the elements 
of the decoder cannot be accessed without a great amount of effort (column 10, lines 
13-42). 

(2) Knowledge of a "global key" is necessary to perform 
the authentication and the exchange of the "disc" and "title" keys. The "global key" is 
incorporated in drives and in CSS compatible host systems in protected modules such 
that a user cannot easily obtain access to the "global key". The "global key" allows the 
host to participate in the "authentication" step, which precedes the transfer of the 
descrambling keys and the scrambled data. Generally, the "global key" is kept 
confidential among manufacturers to avoid proliferation of the "global key." After the 
authentication protocol has been completed, drive 14 will read disc 12 and obtain "title 
keys" from a region of the disc which is not accessible to the host, and pass these keys 
in encrypted form to host 20. The components of the host system 20, which are CSS 
compliant, are able to decrypt these keys and use the information to descramble the 
audio/video data subsequently retrieved from the disc (column 1, lines 43-60). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 
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(1) include the authenticator (in Kori) because with the 
proliferation of digital recording, the ability to create unauthorized copies of digitally 
recorded content has become a serious problem for those that have a vested interested 
in the content. Copyright laws prohibit the unauthorized copying of copyrighted 
materials. However, copyright laws seldom prevent individuals from unauthorized 
copying (column 1, lines 20-26 of Wehrenberg). 

iv. The ordinary skilled person would have been motivated to: 

(1) include the authenticator (in Kori) to provide a data 
reproducing method and apparatus, a data transmitting system, a data transmitting 
method and a data processing method and apparatus having high security against 
unauthorized duplication of transmitted or recorded data (column 3, lines 55-60 of 
Kori). 

b. ReferrinQ to claims 12 and 18: 

i. These claims have limitations that is similar to those of claim 
10, thus they are rejected with the same rationale applied against claim 10 above. 

c. Referring to claim 16: 

i. This claim has limitations that is similar to those of claim 10, 
thus it is rejected with the same rationale applied against claim 10 above. 

d. Referring to claim 17: 

i. This claim has limitations that is similar to those of claim 1 1 , 
thus it is rejected with the same rationale applied against claim 1 1 above, 

e. Referring to claim 19: 

i. This claim has limitations that is similar to those of claims 5 
and 11, thus it is rejected with the same rationale applied against claims 5 and 11 
above. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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a. Kori et al (US 6, 526, 510 B1) discloses a signal reproducing 
method and apparatus in which the generation limitation information, such as a token or 
a ticket, contained in digital data, is recorded in analog signals (see abstract). 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 703-305-0327. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached on 703-305-4393. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
703-872-9306. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 703-305-3900. 
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